
 

Syllabus: Cloud Infrastructure Analyst Professional Certificate 

Course Code: CIA-101 
Course Title: Cloud Infrastructure Analyst Professional Certificate 
Term: [Fall/Spring/Summer] [Year] 
Prerequisites: Basic Computer Knowledge, IT Fundamentals (e.g., understanding of servers, 
networking, databases), or instructor approval. 
Total Hours: 50 Hours Lecture + 30 Hours Lab 

Instructor: [Instructor Name] 
Email: [Instructor Email] 
Office Hours: [Days, Times, Location/Virtual Link] 

 

1. Course Description 

This comprehensive professional certificate program provides the foundational knowledge and 
practical skills required to design, deploy, secure, and manage modern cloud infrastructure. The 
course focuses heavily on Amazon Web Services (AWS), the industry-leading cloud platform. 
Students will progress from cloud computing fundamentals through advanced topics like 
automation, migration, and DevOps practices. The curriculum includes extensive hands-on labs 
using the AWS Free Tier, preparing students for entry-level cloud roles and industry-recognized AWS 
certifications. 

2. Learning Outcomes 

Upon successful completion of this course, students will be able to: 

• Explain core cloud computing concepts, service models (IaaS, PaaS, SaaS), and 
deployment models (Public, Private, Hybrid). 

• Navigate, manage, and provision resources using the AWS Management Console and 
Command Line Interface (CLI). 

• Design, build, and secure a virtual network infrastructure using AWS core services including 
EC2, S3, VPC, and RDS. 

• Automate cloud infrastructure deployment and management using Infrastructure as Code 
(IaC) principles and tools. 

• Develop a plan for migrating existing workloads to the cloud. 



• Implement basic DevOps and security best practices within a cloud environment. 

• Demonstrate professional competency in client communication and stakeholder 
management. 

3. Required Materials & Resources 

• Textbook: AWS Certified Cloud Practitioner Study Guide (Recommended, not mandatory) 

• Software: All software will be open-source or use free tiers. 

• Accounts: A free personal AWS Account is mandatory for lab work. Instructions for setup 
will be provided in Week 1. 

• Tools: AWS CLI, Git, a chosen IDE (e.g., VS Code). 

4. Grading Policy 

Criteria Percentage of Final Grade 

Weekly Hands-On Labs 30% 

Quizzes (3) 15% 

Projects (3) 30% 

Final Capstone Project 25% 

Total 100% 

5. Course Schedule (Weekly Breakdown) 

Week Topic Learning Objectives Labs & Assignments Due 

1 
Cloud & AWS 
Fundamentals 

- Define cloud 
computing. 
- Create an AWS Free Tier 
account. 
- Navigate the AWS 
Console. 

- Lab 1.1: AWS Sign-up 
& Console Tour 
- Lab 1.2: Install & 
Configure AWS CLI 

 



Week Topic Learning Objectives Labs & Assignments Due 

2 
Core AWS Services I: 
Compute & Storage 

- Launch and configure 
an EC2 instance. 
- Create and manage S3 
buckets. 

- Lab 2.1: Launch a 
Web Server on EC2 
- Lab 2.2: Host a Static 
Website on S3 

Lab 1 

3 
Core AWS Services II: 
Networking & 
Database 

- Build a custom VPC. 
- Describe the purpose of 
RDS. 

- Lab 3.1: Build a Multi-
Tier VPC 

Lab 2 

4 
Infrastructure as 
Code (IaC) & 
Automation 

- Explain the benefits of 
IaC. 
- Deploy resources using 
AWS CloudFormation. 

- Project 1: Build a 
resilient web server 
using IaC. 

Lab 3 

5 
Systems 
Management on AWS 

- Monitor resources with 
CloudWatch. 
- Implement a backup 
strategy. 

- Lab 5.1: Configure 
CloudWatch Alarms 
- Lab 5.2: Implement 
an S3 Backup Plan 

Project 
1 

6 
Security & Identity 
(IAM) 

- Apply the Principle of 
Least Privilege. 
- Create IAM users and 
roles. 

- Lab 6.1: Create IAM 
Policies and Roles 

Quiz 1 

7 
DevOps & CI/CD 
Overview 

- Define CI/CD and 
DevOps. 
- Describe the serverless 
model. 

- Lab 7.1: Build a 
Simple CI/CD Pipeline 

Lab 5,6 

8 
Cloud Migration 
Strategies 

- Identify the 6 R's of 
migration. 
- Develop a basic 
migration plan. 

- Project 2: Create a 
Migration Plan & TCO 
Analysis 

 

9 
Containers & 
Serverless 

- Differentiate between 
containers and 

- Lab 9.1: Deploy a 
Serverless Function 

Project 
2 



Week Topic Learning Objectives Labs & Assignments Due 

serverless. 
- Deploy a Lambda 
function. 

10 
Career Preparation & 
Certification 

- Outline AWS 
certification paths. 
- Prepare a cloud-
focused resume. 

- Quiz 3 Quiz 2 

11 Professional Skills 

- Manage client 
expectations. 
- Apply ethical 
principles. 

- Discussion: Case 
Study on Stakeholder 
Management 

Lab 9 

12 Final Project Week 
- Apply course concepts 
to a comprehensive 
project. 

- Work on Final 
Capstone Project  

13 Final Project Week 
- Present and 
demonstrate final work. 

- Final Capstone 
Project Due 

Quiz 3 

Final Capstone Project: Architect, deploy, and document a fault-tolerant web application on AWS, 
incorporating compute, storage, networking, automation, and monitoring. 

6. Course Policies 

• Academic Integrity: All work submitted must be your own. Plagiarism or unauthorized 
collaboration will result in a failing grade. 

• Late Submission: Assignments lose 10% per day they are late. Submissions more than one 
week late will not be accepted without prior arrangement. 

• Participation: Active participation in discussions and labs is expected and crucial for 
success. 

• AWS Usage: Students are responsible for managing their AWS Free Tier usage to avoid 
unexpected charges. Budget alerts will be covered in class. 

7. Disclaimer 

This syllabus is a guide and is subject to change at the instructor's discretion to accommodate the 
needs of the class. Any changes will be communicated promptly. 



 


